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Unified Write Filter Configuration

In Windows Embedded Standard 8, Unified Write Filter (UWF) protects volumes from write operations.
UWEF intercepts write actions and redirects them to overlay storage. With UWF, you can do stateless
operations by creating a protected OS image, and you reduce the wear on flash media. UWF supports
RAM- and disk-based overlays. Both types of overlay discard all changes on restart. UWF also provides
the ability to perform dynamic protection, which means adding and removing volumes at run time.

One of the important features of UWF is intelligent filtering, which enables specified files and folders as
well as certain registry keys to be persisted, while protecting the rest of the volume. The list of these
specified files, folders, and registry keys is known as the exclusion list. You can use intelligent filtering to
persist changes to an antivirus signature file or to a directory such as a user’s Documents folder within
the protected volume. You can also use intelligent filtering to persist a registry key, such as the Domain
Secret key, in a protected system.

You can configure UWF at run time by using either of the following methods:
e UWF manager, a command-line configuration utility (Uwfmgr.exe).

e UWF Windows Management Instrumentation (WMI) provider that uses WMI properties and
1 GB of operating system memory (32-bit system) or 2 GB of operating system memory (64-bit system)

UWF manager provides many options and configuration tasks that do not exist in Enhanced Write Filter
(EWF) manager or File-based Write Filter (FBWF) manager, such as adding registry exclusions and adding
volumes. UWF manager syntax is very different from both EWF manager and FBWF manager, because it
categorizes configuration into six high-level parameters to simplify configuration and avoid parameter or
argument overloading.

Lab Exercise Purpose
In this lab exercise, you will learn how to configure UWF at run-time by using UWF manager
(Uwfmgr.exe).

Prerequisites
Important Most UWF configuration commands are executed when the next restart happens, so the
system must be restarted for the command to take effect.

To perform the steps in this lab exercise, the following hardware and software are required:

e Hardware that meets Standard 8 requirements.
e Aninstalled Standard 8 image that includes UWF.
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Note By default, UWF is disabled and there are no protected volumes, files, or folders in the exclusion
list.

For more information, see Media and Requirements in the Standard 8 documentation.

Step 1: Ensure that your device will start and perform well after UWF is

enabled
In this step, you will change system settings that can prevent your device from starting after UWF is
enabled or that can cause poor performance.

1. On the embedded device, open a command prompt as an administrator. For Windows Shell, to open
a command prompt, do the following:

a. InWindows Explorer, navigate to \Windows\System32,right-click cmd.exe, and then click
Run as Administrator.

b. Accept the User Account Control (UAC) prompt.

2. To change UWF so that it does not prevent your device from starting, at the command prompt, type
the following command:

bcdedit /set {current} bootstatuspolicy ignoreallfailures
3. To disable indexing service, type the following command:

sc config cisvc start= disabled
4. To disable Prefetch/SuperFetch services, type the following command:

sc config sysmain start= disabled
5. To disable system restore, run the following Visual Basic script:

strComputer = "."

Set objWMIService = GetObject ("winmgmts:"

& "{impersonationLevel=impersonate}!\\" _

& strComputer & "\root\default")

Set objItem = objWMIService.Get ("SystemRestore")

errResults = objItem.Disable("")
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Step 2: Protect a volume on a Standard 8 system
In this step, you will use UWF to protect a volume on a Standard 8 system.

1. Onthe embedded device, open a command prompt as an administrator. For Windows Shell, to open
a command prompt, do the following:

a. InWindows Explorer, navigate to \Windows\System32, right-click cmd.exe, and then click
Run as Administrator.

b. Accept the UAC prompt.
2. Toget UWF help, at the command prompt, type uwfmgr . exe.

The following help and usage information for high-level parameters appears.

Administrator: CA\Windows\System32\cmd.exe

sUWindowsssustem32 uufngr .exe
nified Write Filter Configuration Utility version 6.2_8175
opyright <C» Microzoft Corporation. All »ights reserwed.

wEfmgrl.exel]l parameter [commands] [arguments]

Description:
Configures Unified Write Filter (UWF>» lockdown options.

arameteyr List:
filter Configures and displays UWF settings such as filterding state.
overlay Configures and displavs owerlay settings.
uolume Configures and displayvs volume filterdng settings.
file Configures and displaws file exclusion settings.
registry Configures and dizplays registery key excluszion settings.
get—config Displavs all configuration information for hoth the current and
ext sessions.
help or 7 Dizplays help for high—-lewel parameters.

Examples:
uufmgr.exe get—config
uwfmgr.exe filter enahle
uufmgr.exe volume protect c:

For more information about these UWFHMGR parameters and their arguments,. specify
parameter immediately hefore help <e.g. wwfmgr.exe Filter help).

Note To get help and usage information for any high-level parameter, run uwfmgr . exe
$parameter name$% without any arguments, for example, uwfmgr.exe filter.

3. To check UWF settings, type uwfmgr.exe get-config.

The configuration status for the current session and the next session after restarting appears,
including outcome information includes the Filter status, Overlay settings, Volume protection
settings including file exclusion, and registry exclusion settings as shown in the following figure.
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= Administrator: CA\Windows\System3.2\cmd.exe |&|_@ Iél

sWindowsssystem32>uwfngr.exe get—config
nified Write Filter Configuration Utility wer=zion 6.2.8175
opyright <C» Microsoft Corporation. All rights reserved.

urrent Session Settings

[FILTER SETTINGS
Filter state: OFF
HORM =tate: OFF
Pending commit: H-oA

OUERLAY SETTIHGS
Type: RAM
MHaximum size: 4896 MB
Warning Threshold: 512 HMB
Critical Threshold: 1824 HMB

OLUME SETTINGS

REGISTRY ERCLUSIONS
ext Session Settings

FILTER SETTIHGS
Filter state: OFF
HORM =state: OFF
Pending commit: M-

IIUERLHT SETTINGS
Type: RAM
MHaximum size: 4876 MB
Harning Threshold: 512 HMB
Critical Threshold: 1824 HMB

OLUME SETTINGS

REGISTRY ERCLUSIONS

4. To enable UWF, type uwfmgr.exe filter enable.

After you restart, the filter is enabled for the next session as shown in the following figure.

Administrator: CAWindows\5ystem32\cmd.exe

sUWindowsssystemd32 >uwfmgr.exe filter enable
nified Write Filter Configuration Utility version 6.2.8175
opyright (C» Microsoft Corporation. All rights reserved.

nified Write Filter iz enabled after system restart.

5. To check UWF status, type uwfmgr.exe get-config.
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Administrator: CA\Windows\System32\cmd.exe

sWindowsssystemnd2 *uwfmgr.exe get—config
nified Write Filter Configuration Utility version 6.2.8175
opyright ¢G> Microsoft Corporation. All rights reserved.

urrent Session Settings

FILTER SETTIHGE
Filter state: OFF
HORHM state: OFF
Pending commit:=: HN-AA

DUERLAY SETTIHGS
Type: RAM
Maximum size: 4896 MB
Warning Threshold: 512 HMB
Critical Threshold: 1824 MB

OLUME SETTINGE

REGISTRY EXCLUSIONS
ext Session Settings

FILTER SETTIHGE
Filter state: ON
HORH state: OFF
Pending commit: H-A

OUERLAY SETTIHGS
Type: RAH
Maximum si=e: 4096 MB
Warning Threshold: 512 MB
Critical Threshold: 1824 HMB

OLUME SETTIMGE

REGISTRY EXCLUSIONS

6. To protect a volume with UWF, type uwfmgr.exe volume protect C:.
Note This command adds only volumes that exist in the system.

After you restart, the volume is added to the list of protected volumes in the next session, as shown
in the following figure.

Administrator: CA\Windows\5System32\cmd.exe

sMindowsssystemd2 uwfngr.exe volume protect c:
nified Write Filter Configuration Utility version 6.2.8175
opyright <C» Microsoft Corporation. All rights reserved.

he volume c: will he protected by Unified Write Filter after system restart.

7. To check UWF status, type uwfmgr.exe get-config.
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. Administrator: C\Windows\System32\cmd.exe |&|_'E' Iél

sUWindowsssystem32 >uufmgr.exe get—conf ig
nified Write Filter Configuration Utility version 6.2_8175%
opyright (C» Microsoft Corporation. All rights reserved.

urrent Session Settings

FILTER SETTINGS
Filter =state: OFF
HORM state: OFF
Pending commit:= MN-A

OUVERLAY SETTIHNGS
Tupe: RAM
Maximum size: 4896 MB
Warning Threshold: 512 HMB
Critical Threzhold: 1824 MB

OLUME SETTINGS

REGISTRY EHCLUSIONS
ext Session Settings

FILTER SETTIMGS
Filter state: 0O
HORH state: OFF
Pending commit:=: M-A

DUERLAY SETTINGE
Tupe: RAM
Maximum size: 4896 MB
Warning Threshold: 512 MB
Critical Threzhold: 1824 HMB

OLUME SETTIHGS
Volume UVolume{B8f53475f—4684—-11el-aecae—8BBA6ebfben?63> [c:-1]

Uolume state: Protected
Uolume ID: Uolume{8f53475f-4684—11el-acae—806e6f6e6?63
File Exclusions:

REGISTRY EXCLUSIONS

8. Restart the system.
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Step 3: Add file and registry exclusions to a UWF-protected Standard 8 system
In this step, you will add file and registry exclusions to a UWF-protected Standard 8 system.

1.

On the embedded device, open a command prompt as an administrator. For Windows Shell, to open
a command prompt, do the following:
a. InWindows Explorer, navigate to \Windows\System32,right-click cmd.exe, and then click
Run as Administrator.
b. Accept the UAC prompt.
To create sample folders and files to exclude, do the following:
a. Atthe command prompt, type the following commands:
md C:\aa\documents
md C:\mydir
notepad.exe C:\mydir\myfile.txt
b. Save the text file and then close Notepad.
Note Uwfmgr.exe does not support adding files and folders that do not exist yet to the
exclusion list.
To add file and folder exclusions, do the following:
a. Atthe command prompt, type the following commands:
uwfmgr.exe file add-exclusion C:\mydir\myfile.txt
uwfmgr.exe file add-exclusion C:\aa\documents
Note To add an exclusion for a file or a folder that includes a space in the path, enclose the
path in quotation marks, for example, "c:\My Files".
After you restart, the specified files and directories are added to the exclusion list in the
next session as shown in the following figures.
e Administrator: C\Windows\5ystem32\cmd.exe Elﬂlél

sMindowsssystem32 >uwfmgr.exe file add—exclusion c:smydirsmufile . txt
nified Write Filter Configuration Utility verszion 6.2.81%7Y5
opyright <C» Microsoft Corporation. All rights reserved.

he filesfolder c:wmydirsmyfile.txt will bhe excluded from protection after syste
restaprt.
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Administrator: C\Windows\System32\cmd.exe

sUWindowsssystem32 >uwfngr.exe file add—exclwusion cislsersswaasDocuments
nified Write Filter Configuration Utility version 6.2.8175
opyright <C» Microsoft GCorporation. All rights reserved.

he filesfolder c:xUserswaasDocuments will bhe excluded from protection after sy

em restart.

b. To check file exclusion status, type uwfmgr.exe file get-exclusions.

Administrator; CAWindows\5ystem32\cmd.exe

SMindowssspstemd2 >uwfmgr_exe file get—exclusions
nified Write Filter Configuration Utility version 6.2.8175%
opyright {C» Microsoft Corporation. All rights reserved.

urrent Session Exclusions for Uolume Uolume{B8f53475f—46Hd4—-1lel—-aecae—8A6ebfoebT6

[exﬁ Session Exclusions for Uolume Uolume{8f53475f-46B4-11el-aeae—8Bbebtfbeh?63:
C:
ciwmydivsmyfile . txt
c:slUserssaasDocuments

4. To add a registry key exclusion, do the following:

a. Atthe command prompt, type
uwfmgr.exe registry add-exclusion HKLM\Software\MySoftware\MyApp.

Note To add exclusion for a registry key that includes a space, enclose the registry key

name in quotation marks.

After you restart, the specified registry key is added to the exclusion list in the next session as

sWindowsssystend2 >uwfngr.exe regiszstry add—exclusion HELM-Sof twares~MuCorp~MySof

shown in the following figure.

Administrator: C\Windows\System32\cmd.exe

ware-Mufpp
nified Write Filter Configuration Utility version 6.2.8175

opyright <C» Microsoft GCorporation. All rights reserved.

he registry key HELM“Software“MuCorp“MuSoftware“MyApp will be excluded after sy

tem restart.

b. To check the registry exclusion status, type uwfmgr.exe registry get-exclusions.
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Administrator: C\Windows\System32\cmd.exe Elﬂlél

sUWindowsssystemd2 >uwfngr.exe registry get—exclusions
nified Write Filter Configuration Utility version 6.2.8175
opyright <C» Microsoft Corporation. All rights reserved.

urrent Session Registry Exclusions

ext Session Registry Exclusions
HELM~Sof twaresHyCorp~HySof twvare~HyApp

c. To check UWF status, type uwfmgr.exe get-config.
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Administrator: CA\Windows\System32\cmd.exe

sUindowsssysten3d2 >uwfngr .exe get—config
nified Write Filter Configuration Utility wversion 6.2.8175
opyright <C»> Microsoft Corporation. All rights reserved.

urrent Session Settings

ILTER SETTIHNGS
Filter =state: O
HORHM state: OFF
Pending commit:= M-

VERLAY SETTIHGS
Tupe: RAH
Maximum size: 4826 MB
Warning Threshold: 512 HMB
Critical Threshold: 1824 HMB

OLUHME SETTIHGS
olume Uolume{8f53475f—4684—11el—aecae—B806e6f6e6?63> [c:x]
Uolume state: Protected

Pending commit: Mo
Uolume ID: Uolume{8f53475f-4604—11el—-aeae—BHbetfbebt?63

File Exclusions:

EGISTRY EXCLUSIOMNS
Mext Seszion Settings

FILTER SETTINGS

Filter =ztate: OM

HORM ztate: OFF
Pending commit:= M-A

OUERLAY SETTIHGS

Tupe: RAM
Maximum size: 4076 MB
Warning Threshold: 512 HMB
Critical Threszshold: 1824 HMB

UOLUME SETTIHGS

Volume UVolume{8f53475f—-4684—1lel—-aeae—8B86e6f6e6?63> [c:1]

Uolume state: Protected

Uolume ID: Uolume{8f53475f-4684-11el—-aecaec—B8B06etfbeh?63>

File Exclusions:
cismydirsmyfile.txt
cisllsers~aasDocuments

REGISTRY EXCLUSIONS
HELM~Sof tware~MuyCorp~MuSof tware~MyfApp

5. Restart the system.
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Step 4: To configure a UWF overlay for a protected Standard 8 system
In this step, you will configure a UWF overlay or a cache for a protected Standard 8 system.

1. Onthe embedded device, open a command prompt as an administrator. For Windows Shell, to open
a command prompt, do the following:

a. InWindows Explorer, navigate to \Windows\System32,right-click cmd.exe, and then click
Run as Administrator.

b. Accept the UAC prompt.

2. To configure the UWF maximum overlay size, do the following:
Note To change maximum overlay size, you must first disable UWF in the current session.
a. Atthe command prompt, type uwfmgr.exe overlay set-size 2048

After you restart, the maximum size is set to 2048 MB in the next session, as shown in the
following figure.

_.dministratcn C:&Wlndﬂws\SystemBE‘xcmd.exe-—lilﬂlé"

sMindowsssysten32 >uwfmgr overlay set—size 2848
nified Write Filter Configuration Utility verszion 6.2.8175
opyright (C» Microsoft Corporation. All rights reserved.

he overlay size will be 2048 MB after sustem restart.

sMindowsssystend2 >

b. To check the overlay settings status, type uwfmgr.exe overlay get-config.

N Administrator: C\Windows\System32\cmd.exe = @él

sUWindowssswstemd2 >uwfngr overlay get—config
nified Write Filter Configuration Utility version 6.2_8175
opyright <C» Microsoft Corporation. All rights reserved.

urrent Sesszion Ouverlay Settings
Type: RAM
Maximum =zize: 4896 MB
Warning Threzshold: 512 MB
Critical Threshold: 1824 MB

ext Sesszion Ouerlay Settings
Type:
MHaximum size: 2048 HMB
Warning Threshold: 512 MB
Critical Threzhold: 1824 MB

3. To configure the UWF overlay warning threshold, type
uwfmgr.exe overlay set-warningthreshold 1024.
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After you restart, the threshold is set to 1024 MB in the next session, as shown in the

following figure.
BIE X

Administrator: C\Windows\System32\cmd.exe

ssUWindowsssystend2uwfngr overlay set—warningthreshold 1824
nified Write Filter Configuration Utility wersion 6.2.8175%

opyright <C» Microsoft Corporation. All rights reserved.
he overlay warning threszshold has heen set to 1824 HB.

sMindowsssustemd2 >

4. To configure the UWF overlay critical threshold, type
uwfmgr.exe overlay set-criticalthreshold 1500

After you restart, the threshold is set to 1500 MB in the next session, as shown in the

following figure.
L= =i

Administrator: C\Windows\System32\cmd.exe

sUindowsssystem3d2>awfmgr overlay set—criticalthrezhold 15808
nified Write Filter Configuration Utility wersion 6.2.8175
opyright ¢C» Microsoft Corporation. All rights reserved.
he overlay critical threzhold hasz bheen =set to 1588 MB.
ssUWindowsssystem32 >
5. To display the UWF overlay consumption, type uwfmgr.exe overlay get-consumption.

The current overlay consumption displays, as shown in the following figure.
L= =i

Administrator: C\Windows\System32\cmd.exe

sWindowsssystem32 ruufmgr overlay get—consumption
nified Write Filter Configuration Utility version 6.2_8175%

opyright ¢G> Microsoft Corporation. All rights reserved.

he overlay conszumption is 161 MB.

swUWindowsssystem32 >

6. To display the UWF overlay available space, type uwfmgr.exe overlay get-consumption.

The current overlay consumption displays, as shown in the following figure.

Administrator: CA\Windows\5ystem3Z\cmd.exe

ssUWindowsssystend2 >uwfmgr overlay get—availablespace
nified Write Filter Configuration Utility verszion 6.2_8175

opyright {C» Microsoft Corporation. All rights reserved.
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7. To change the overlay type, do the following:

Note To change the overlay type, you must first disable UWF in the current session. To change
overlay type to DISK mode, the overlay maximum size must be at least 1024M.

a. To change overlay type from RAM to DISK, type uwfmgr.exe overlay set-type DISK.

[=Tall ]

Administrator: CAWIindows\System32\cmd.exe

sUindowsssystend2 >uwfngr . exe overlay set—type DISK
nified Write Filter Configuration Utility version 6.2.8488
opyright (C» Microsoft Corporation. All rights reserved.

he overlay type will be set to DISK after system restart.

ssUWindowsssystemd2 >

b. To verify that the overlay type will be DISK in the next session after you restart, type

uwfmgr.exe overlay get-config.

=l

Administrator: CA\Windows\System32\cmd.exe

sUindowsssystend2 >uwfngr.exe overlay get—config
nified Write Filter Configuration Utility version 6.2.8460
opyright <C» Microsoft Corporation. All rights reserved.

urrent Session Overlay Settings
Type: RAM
Maximum si=ze: 1824 MB
Warning Threzhold: 512 HMB
Critical Threzhold: 1824 MB

ext Session Overlay Settings
Type: Disk
Maximum si=ze: 1824 MB
Warning Threzhold: 512 HMB
Critical Threzhold: 1824 MB

sUindowsssystemd2 >
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Step 5: To configure HORM for a Standard 8 system
In this step, you will configure Hibernate Once/Resume Many (HORM) for a Standard 8 system.

1. On the embedded device, open a command prompt as an administrator. For Windows Shell, to open
a command prompt, do the following:

e |n Windows Explorer, navigate to \Windows\System32,right-click cmd.exe, and then click
Run as Administrator.

e Accept the UAC prompt.

2. To enable hibernation on your device, type powercfg /h on.

C:xWindowsssystemd2 *powercfg #h on

C:sWindowsssystemd2 >
3. To enable Unified Write Filter (UWF) on your device, type uwfmgr filter enable.

slUzerssadmin>uwfmgr filter enahble
nified YWrite Filter Configuration Utility version 6.2.8441
opyright ¢C» Microsoft Corporation. All rights reserved.

Unified Write Filter iz enabled after suystem restart.

4. To protect all volumes on your device, type uwfmgr volume protect all.
Note DVD RW Drive and Floppy Drive throws an expected error that can be safely ignored.

oo Administrator: Command Prompt

sUzerssadminuwfngr volume protect all
nified Write Filter Configuration Utility version 6.2.8441
Copyright <C» Microsoft Corporation. All rights reserved.

The volume Uolume<{2bhf6e7cc—cYBAe—11el-91a?-806e6f6e6?63> will be protected by Uni
ied Write Filter after system restart.
The volume Uolume{2hfbe?ch—c?Be—-11el1-21a?-806e6fb6eb?63 will bhe protected by Uni
fied Write Filter after system restart.

rror: GCould not protect Uolume{ZbfboePdB—cVHe—11el-?1a?7-806e6fbeb?63> hy Unifie
d Write Filter <Moot supported).

5. To restart your device to enable UWF, type shutdown /r/t 0.

N Administrator: C\Windows\5ystem32\cmd.exe

Microzoft Windows [Uersion 6.2.84411]
(c» 2012 Microsoft Corporation. All rights reserved.

C:sWindowsssystemd2 *shutdown ~» At A

6. After your system restarts, to verify the UWF changes that you have made on your device, type

uwfmgr get-config.
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Administrator: Command Prompt

sslUzepssadminuwfngr get—conf ig
nified Write Filter Configuration Utility version 6.2.8441
opyright (C> Microsoft Corporation. All rights reserved.

urrent Session Settings

FILTER SETTIHGS
Filter state: oM
HORH =state: OFF
Pending commit: M~H

DUERLAY SETTIMGS
Type: RAH
Maximum sise: 1824 MB
Warning Threzhold: 512 MB
Critical Threshold: 1824 HMB

OLUME SETTIHGS
olume Uolume{Zbfboecc—cTHe—-11el-91a7-8Bbetfoen?ed> [H:1
Uoplume state: Protected

Pending commit: Mo
Uolume ID: Uolume{2bfbeYcc—c?Be—11el-71a7-806e6fbeb?63:

File Exclusions:
##x% Mo exclusions
olume Uolume{2bfbech—c?Be—-11el-71a?-8H6e6fbe6?63> [C:1
Uoplume state: Protected

Pending commit: [ [1]
Uolume ID: Uolume{2hfbeYch—c?Be—11el-71a7-806e6fbe6?63:

File Exclusions:
% Mo exclusions

REGISTRY ESCLUSIOHNS
=% Mo exclusions

ext Session Settings

ILTER SETTIMNGS
Filter =ztate: OM
HORM =state: OFF
Pending commit: HMW-AH

DUERLAY SETTIMGS
Type: RAM
Maximum si=ze: 16824 HMB
Warning Threshold: 512 HMB
Critical Threzhold: 1824 MB

OLUME SETTIHGS
olume Uolume{2bfbeYcc—c?Be—11el-71a?-806e6fbe6?63> [H:1
Uolume state: Protected
Uolume ID: Uolume{ZbhfbeYcc—c7Be—11el-91a?7-806ecfben?ed>

File Exclusions:
% Mo exclusions
olume Uolume{Zbfbech—c7?Be-1lel-91a?-8B86e6fbec?63d> [C:1
Uolume state: Protected
Uolume ID: Uolume{2bfbeYch—c?Be—11el-71a7-8H6e6fb6eb6?63:

File Exclusions:
*#x% Ho exclusions

EGISTRY EXRCLUSIONS
=*=#% Mo exclusions
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7. To enable HORM on your system, type uwfmgr filter enablehorm.
Note Remove all file and registry exclusions before you enable HORM.

4| Administrator: Command Prompt

sUzepssadminuwfmgyr filter enableHORH
nified Write Filter Configuration Utility version 6.2_8441
opyright <C» Microsoft Corporation. All rights reserved.

Please hibernate the system to wuse HORM func

nified Write Filter enabled HORHM.

ionality.
he system must bhe hibernated at least once after run enable—horm command,. or it

may bring the system into corrupted state.

8. (Optional) In Control Panel, set the Power Option “When | press the power button” to avoid
displaying the Command Prompt when resuming from hibernation, or use a script to close the

command prompt on startup.
9. To hibernate the system one time to create an initial hibernation file at the command prompt, type

shutdown /h.

= Administrator: Command Prompt - =

S
sUserssadminrshutdown #h

10. Press the power button to wake the system from hibernation.
11. After the system starts from hibernation to create an initial hibernation file, to shut down and

restart the system, type shutdown /r /t O.

4| Administrator: C\Windows\System32\cmd.exe - 7

icroszoft Windows [Wersion 6.2.84411]
tc> 2012 Microsoft Corporation. All rights reserved.

sUWindowsssysten32 >shutdown #» At B

12. When HORM is enabled, you cannot change the UWF configuration. To make changes, you must
first disable HORM. To disable HORM, type uwfmgr filter disablehorm.

= Administrator: Command Prompt — i

slUserswadninuwfmgr filter disableHORM
nified Write Filter Configuration Utility version 6.2.8441

opyright <C» Microszoft Corporation. All rights reserved.

Dizabling HORM, depending on the number of volumesz it may take several minutes t

complete, please wait...
nified Write Filter disabhled HORH.

13. To restart the system to finish disabling HORM, type shutdown /r /t 0.
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o Administrator: CA\Windows\5ystem32\cmd.exe

Microsoft Windows [Version 6.2.84411]
Cc) 2012 Microsoft Corporation. All rights reserved.

C:sUWindowsssystem32 >shutdown ~v» ~t B

The system will restart normally with HORM disabled.

Conclusion
After completing this lab exercise, you will be able to do the following:

e Enable or disable a UWF filter.

e Add or remove volume protection.

e Add or remove a file and folder exclusion.

e Add or remove a registry key exclusion.

e Display overlay usage status and adjust its configuration.

e Configure and enable HORM on your device.



